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UEA2&UIA2 #94%3,ZUC 2 3GPP Y /v ik 128-EEA3 Fo 0 MR Hik 128-EIA3 #9478, £ AGE KA 4 af
SNOW3G #HATAF Mk 2 3K 3k b9 AF 7, 45 B h LT SNOW3G BT T Ak 2 sk & St B H 20 B h 259 P E #i %
A 9 A 32 pudF A F BT AT ZUC HikiX it e oA 4% ZUC Fik F AT 32 sedd Fed oM R A4t h 3L F 16 1k
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Guess and Determine Attack on SNOW3G and ZUC
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Abstract: SNOWS3G stream cipher is the core of the standardized 3G Partnership Project (3GPP) confidentiality and integrity algorithms
UEA2 & UIA2 while ZUC stream cipher is the core of the standardized 3GPP confidentiality and integrity algorithms 128-EEA3 &
128-EIA3. So far, there have been no Guess and Determine attacks applied to SNOW3G. In this paper, a Guess and Determine attack on
SNOWS3G is proposed with a computational complexity of 2°%, requiring 9 keystream words (each word consists of 32 bits). After
analyzing the design of ZUC, a half-word-based Guess and Determine attack on ZUC is introduced, based on transforming the word-based
nonlinear function of ZUC into a half-word-based nonlinear function. The attack on ZUC has a computational complexity of 2°°? and
requires 9 keystream words, which is better than the previous Guess and Determine attack on ZUC. These results show that ZUC has
much better resistance against Guess and Determine attack than SNOW 3G, though the internal state size of ZUC is smaller than SNOW
3G.

Key words: cryptanalysis; Guess and Determine attack; SNOW3G; ZUC; 3GPP

3GPP(3G Partnership Project, 5 —ARA&VEAKAE LRI A BUER 3G HRMUIEHLA, BRI ETSI. HAR
ARIB il TTC. #hE ¥ TTA LARSEE ¥ T1 71 1998 4 i At i S7, & 7R 70 2 J 4 5L T3 1) GSM %0
M 4511 3G FRfE,H) WCDMA, TD-SCDMA , EDGE %.CWTS(China Wireless Telecommunication Standard Group,

« JEETH: B K A RE A4 (61202491, 60272041, 61272488); 4= % 7 di W 51 2 U (20100 Y 0263-149)
WIS IA): 2011-11-19; 2 AR i A): 2012-07-16
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R E T 2RI A5 bR L) T 1999 4E N\ 3GPP.3GPP 1t H AR & SE L1 2G W48 21| 3G I 45 [ 1 1o 3 , PR AIE A Sk
AR5 1 e 28, SR I A I % 2R 58 1) (14 9 30 0 e 2k

SNOW3GHf % il 613 2 3GPP rh Sl B K40 4 M R K4l 5 48V I AR ME S0 ——UEA2 & UIA2 [1#%
£ .SNOW3G #:7E SNOW2.0WP R LAtk |- %% JE T ok, J— AN 1) 32 Ly 7 S BIL IV 370 36 A 59 32 4 1k 0
SNOWS3G 143 KT & W T B A7 42 PEIX 43 B A1 Multiset 4% 25it7.2005 45 Kaisa Fil Johan® V& SNOW3G F) ]
LR VR BT H AR T AN A X 20 B, LR A T R 2y 27T O MR X ks B e T R T O g 2 kAT
A3 R DX 43 Bods BT s BB SR T S A R e 2y 2274 by T S s I P W 8 1A B BT o A PR Y,
DR 71 a0t 1 K 00308 e 7 3% 2 ok F) S B T A 7 1 8 5. 2010 4, Allex %5 NV s W18 A6 5k 13 A RIAKR
SNOWS3G it T —> Multiset [X 43 %%, 4554 4%y 25,10 58 44 SNOW3G FII LA FE $Ch 331K 1k, Multiset
T4 T S RS SNOWSG [ 22 4 1k 44 Fi 8. 53 41 Blandine F1 Irenel® % SNOWS3G #EAT T b B ili, i Wil 5
V8 TR B R A A S IR T B B — P AE SNOWSG AU VRS o, %3 A Bk SNOW3G REASFIRPTIE il v
S BUts (B I A G BRI 4 A 45

ZUCUV iy v [ R} 2% Bt B4l £ 47 A0 38 17 22 4 0T 9% b 0 (Date Assurance and Communication Security
Research Center, {ij #k DACAS)HFHI {9t % 10 vk, &0 b B B AS bR EAL B2 . MG B AL 3 Ha (s BT U B A2 45
3GPP HI i [H b . ZUC 25 1 A ) 44 U5 T B B ARE0 A SR b e B 5 in % 505 128-EEA3 FH 58 2 1 Ok
PELYE 128-EIA3. 40 P AR 955 13,2011 4F 9 H 19 H~21 H 78 H AHE 54 A TP 28 53 IR AR E 1Ak ALt
%I (3GPP) & G HEZL4H (SA) 2 18 b T 1 %t ZUC Wi %5 55 S0 b e vt S i — AR B 46 B 30 45 & 4 (long
term evolution, i #8 LTE) B b Ax . X 2 3 H 7 H 200 W vl B E T2 5 B BR b e 4, R IS 7 35k,
ZUC &k [ B B8 Sl A5 b, B8 e T F 77 75 B 2038 A5 A5 1 A7 R 56 0 7, 52 80 B8 30 45 7 b A FH 4
7l 3y LA T KT A 1 i B,

{E ZUC @ 1L T 5 IEFRUELL ETSI SAGE 1) P FB VP4l R AN Mk A1 B 4830 9F A5 )5 ETS1 SAGE A ZUC
S IF AR AE LTE krdf b4l F 6 5 . DACAS ¥ ZUC(FR A v1.4) A JF Hik, ZUC B3kt A 2 JF G I B
228 TFVPAS I BE, A e 25 VR 52 5 42 4 DOV R BT ZUC V1.4 10 Akt REA7 7 (1 2 4 Pk 7. DACAS 4F
X IX BB b 45 B ZUC Hkk AT T e, JF T 2010 4E 1 R A T TR ZUC 53,01 ZUC va.sPY iR A
A 9 A BAAE A B AR R 33015 R e I B br e A6 5 1 Jm ZUC [ Bribist & b, T bR A2 sk figy
TRIAEL A T R B T A3 ZUC VL4 [R5 DN e s Boats, A A2 2% B g 2903 35 8 9 AN 3 7. i T ZUC v14
5 ZUC v1.5 H X HANAE T 30 50k BRI ah i B, 35 I A i R o 4 — A N o i 45 R R B RE A T Zuc
V1.5.324 Jy ik BE 3 ZUC V1.5 AUAT 150 Hr 5 B A o 4 95 4 NDSTR3E 7 4 24 B IR 3e 88 IV 2 03B th 5
FERR SNOW3G MM AL EE £ 33, 1M ik ik 88 IV 22 5 Bl AN RE Xt ZUC 1% A PE M 7 B

e e Bt (guess and determine attack) & — P/l Xof TH] ) 7 D U 55 0 (9 AT R B0 O vk AR A SR A
ST 0 Ao P P R 2 2 TR (1 9 28 LA B P 3SR 2 A 8% O 22 ) 1) 6 R IR R it b 0 0 — 38 0 1A IR A, DA
Sk g 5 FLAR IR P IR A I W0 e s ek 1) B AR % P 3 T p R O e, i Ak T 1) B e e B0 T A 1K
B IIECR. B A Hawkes F1 Rose 312 HH &% SNOWL.0 F%E I v sz Br ek B4 S 26 il ke s 50 38 W o — e
- OJ THI [) 7 14T 9 286 0 P A 35k B i D7 9 3 W B 7 — S AR A AR SR M I 9 B R an X Sober-t32,Polar Bear #il
SOSEMANUK (#1553l g 5 Bk 57,

£ SNOW3G, 28 41 3 A % FLHEAT 45 3 e 52 Buoks (WA T 45 S 1 I R S0 SNOW3G 3E4T 74 Il v e
i ETH AT A8 S 2520 Tl Bt ey 9 A 32 ERAR S BT R ZUC SVA BT AT, A SR ZUC STk
T 32 HeRr I AR Ze vk b BUe A D 26 T 16 LUARE P A AR e ME R 2 B T AR T 16 LR - (RS I e s Bt 3L
AR IR 232 pr i B R 9 A 32 LR 1 44 AL T AT AT KT ZUC OS5I e s Bk 20 A7 45 SR
F R ZUC FE N ERIR S AR /N T SNOWSG, 7E R B il vk s B il J5 i, ZUC W 84t T SNOWS3G.
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1 SNOWS3G #A ZUC & E#A

1.1 SNOW3Gii#®Hg
SNOW3G H592% A2 [HI 7] 54 (32 LLARR) S B 1A 3 25 A, 235 AH JIASE O 128 LR 35 AH I 7 4 1 7= 2B B W0 a1k i
VB A G R R A i o e AR SO B R, T LA AN A 2 B A G B . SNOW 3G ik I 3 4 I
MR RS AT A F o 11K 16 ZLLR I SIS 0 75 47 45 (linear feedback shift register, fij %k LFSR) A1 — A7 BORZHL
(finite state machine, fi#% FSM), Wi 1 iz b @K /R L 5 0, ek 2L 51 13k, [0 Fon i 22 nig &,
S1,S, ¥ FE7R 32x32 1) S B k.
é at T (%u

sl | [ o] [ ] | [ Is] [ |=[s]s]
j

+

' FSM
s, S, Keystream

Fig.1 Structure of SNOW3G
K1 SNOWS3G il ¥ i 532 1) i 1)

SNOWSG ' LFSR )t 0B GF(2%) LA SR 7(x) = ax® + X + @™ +1e Fo [ JEii,
GEQ¥) R MUNT Fy IR AT 252 35 2 2(x) 220 rx xS ex eyt 1 72 A [, 3 e X 3+ 5%+ foxr
e FLlx] 11— MR B x50+ Le XTI —MRAL (5,15, St140-48) € F o A LFSR 75 t I 2 4 #0IRES,
T t+1 B Z0 T8 P4 3RS 24 (Stet6,Stats -« o Stan)s Fo 1 See16= & 1S0s 11 DStaa® 05, t=0.

FSM (4% 3/ 32 L% 47 2 RLR2 il R3.i2 FSM 081H1 )y £, 1, = (5,61 RL) @ R2, 5813 2 2211
15 s SFEUE LA 2K @s A FSM ' RLR2 A1 RS B At 1

RL,; = (5.5 ® R3)HR2,,
R2,,, =S5,(RL),R3,,; =S,(R2).
12 ZUCH &S

ZUC & — AT 1 7 55 S0 97 2 g S, 0 Ay 128 EURE. ZUC 1840 3 3 AN 40 GF (2% 1) 3F L1y
16 I 15t #4775 17 4 (feedback shift register, i # FSR). Lo B ATRIF L o 5, i 4 2 o,

IR RS 7 2547 A 2 5 SUAE GF(R¥-1)3R L1, 2 50k 16,8545 77 4 A7 31 EL A0 HLAE € I 220 10 Py IR 2
T (St,St41y -+ +»Strs), U t+1 S Z BT A TR 25 4 (Stat6,Sta15, - -+ »Stat )y 6 F, Spang H BT 7 T

{

L. St1672 5015+ 2" 13+ 27 1410+ 2781+ (142°)s, mod (2%1-1); "
245 S1416=0, M set sy16=2"1-1;

}

b T4 2 95 N FSR i it 128 ELRZH A 4 AN DR S Xo, X1, X0, Xa, F T 2H 7 a0 R

{

1. Xo=815nS14L;
2. X3=8111|ISoH;
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3. Xo=s7.IS5H;
4. X3=85||Son;

}
Horpay Al ag 2300027 a 5 16 LERFAIG 16 Loy,
mod 2%'-1 |
215 é @ 220 @ : I';
o] S
‘R
‘B
‘R
-
|
h
: e
e 7,
™ N
y Y :
I <<<16 l :
b b
S:Ls SLp :
5 4

Fig.2 Structure of ZUC
Kl 2 ZUC Ji % i i 4k

ZUC ARk B8 F A5 A 29228 50T R1 AN R2,F (K% ANl Xo, X0 A1 X, % HY 5 —AS 32 ELEF WL F 1
BB 77 2o R
F(Xo0,X1,X2)
{
LW = (X, ®RL)HR2, ;
2.W1, = RLEX, ;
3. W2,=R2®X,;
4. R141=S(L1(W1[[Wan));
5. R2441=S(Lo(WaL[[Win));
}
oA S J&—N 32x32 111 S AR, Ly A Ly & AN SUAE 32 LhF= b2k 1 AR He:
L1(X)=XD(X<<<2)B(X<<<10)D(X<<<18)B(X<<<24):
L2(X)=X®(X<<<8)D(X<<<14)®(X<<<22)®(X<<<30).
Horh <<<RRIHEH AL
2058 33 R R 5, ZUC Sk N B8 B AL B A2 AN I 207 AR — AN B R Z AR K
Jr =4 r:
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B A O

{
1. LB 20 2 % Xo, X1, X0, Xa;
2. Z=WDXs;
3. Jil’Br FSR.

}
2 SNOWS3G ByJEMIR EIM &

21 WEIE

PEAT R FRATTCL R — > P& 242 Jst I 00 FH B0 00 £ 3 0 9 IR 2 R SNOWBG HR 4 B A i 2%
) 25 P A e ke e s LAt 1) P B A B i FR AT LA S AR 3 ANF B

o Bt 1. B #H I R1,,R2,,R3,,85,53,5,57,58,R15,R1; 4L 10 /I\$(320 EF);

o BBt 2. FIHBY B — IR I P ECIRAS Y LFSR 19 16 A% 82k 25 (S1s, -, S0) FH R16,R20,R3y;

o BB 3. BukiE i M B th A3 FI 1 (1, .. So) Il FSM IR A R10,R20,R30, ) 3k 6 4] 25 7= A B 1 K5

5 8 B 1) 5 AH LR AT R B LLSS UF B 45 S R 1w

h %ﬁmﬁ@ VAT E BT KR FSM™ K TR K R 3L, = (S,FRL) @ R2, *M™ K TR K &R A
RL,, = (S.s ® R3)FR2, ;“S;": E 7~ K % R241=S1(R1);“S,": # 78 & 2 I R311=5,(R2,);“LFSR™: % 7~ 2% & 1
Str16= 0 Sr11 @S a@ars,. i Be 2 (1 H A e s ok R A WL 1.

Table 1 Determination process of our guess and determine attack on SNOW3G
F 1 SNOW 3G 45l v s Mok (1 v 1 72

AT CHAEIRE R guERE | BB CANIIRE A JUERE
1 Sy, R1,, R2,, 2, FSM S17 21 Sg, Zg, S23, R2g FSM R1g
2 R2, s7, R3, M R1s 22 R2 S R3;
3 R1, S1 R23 23 R27, R37, R1lg M S12
4 R2, S R33 24 S17, S12, S3 LFSR S1
5 S3, R13, R23, 3 FSM S18 25 R2, S1 R1,
6 R23, Sg, R33 M R1, 26 R3; S, R2;
7 R13 Sy R2,4 27 R1,, R24, Se M R3;
8 R23 SZ R34 28 7y, Rll, R21, S1 FSM S16
9 R24, R34, R1s M Sg 29 26, R1s, R25, Se FSM So1
10 R1, S; R2s 30 S21, S16, S7 LFSR S5
11 R2,4 S, R35 31 25, R1s, R2s, S5 FSM S20
12 R1s S1 Rze 32 S16, S11, S2 LFSR So
13 R2s S; R3s 33 R2; Sy R1,
14 R2s R3s R1; M S 34 R3, S R2,
15 S17, S8, S6 LFSR S22 35 2o, Rlo, Rzo, So FSM S15
16 s7, R17, 27, S22 FSM R2; 36 S20, S15, S LFSR Sy
17 R27 Sl Rle 37 24, R14, R24, S4 FSM S19
18 R25, R35, R1g M S10 38 S18, Sa, S2 LFSR S13
19 R1, S; R2g 39 S19, S5, S3 LFSR S14
20 S18, So, S7 LFSR S23

FE I, BATAEE] T LFSR 1 16 MNELLIR A (S1s, -..,S0) F1 R19,R20,R30, 5 45 A B B 3,48 AT LAGS L A5 55 900 1)
EffET.
22 ERENH

7EX%F SNOW3G HEAT 4% Ml vk 52 Bk i, BU il 4 75 2205 I R12,R2,,R35,57,83,86,57,58,R 15,R17 3L 10 AN, M iy 21
BT Hy 250 Bl B R 20,20,...,2s L 9 A 32 HUAR BT
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3 ZUC BB MIREW &

31 WEHBE

L5 SNOWS3G HILL,ZUC it mi AN — k1 T GF(R¥-1)FF F 1 SRS A7 25 A7 2% 41 b IR 3h B 1
TR A M TR M B B AR YRR ZUC SE AT AU T IR AT R BN, LU AR R AR A
B A7 B R L v B 16 R R R A ) e s T 1) 5 SR S RS L DR b, 7 3 A AR ek e R Y
RAS 2 1) 1R 5 2R 020 07 0 B N i A v s i B A SO ZUC Sk AR T 32 Ehi E AR Mk B A 3L T 16
ORI AR 2 vk s B0 42 H T T 16 LUARR 1= 7 iR Wl e s ok LA 10 2 A Jod R i 3

o EHIWLA AT

Zy =[(Sis15.4 11 Stara, ) © RLERZ D (5 [ S 1) 2

CIRYR:Z )
Zl.L :[SI+14,L ® RJ‘[,Lth,L] ® S 1 (3)
Z,y =[Spsn ®RL yHR2, ,HC1®s,,,, @)

Horp, of Ro8 1 LRREEAT 36 2 R G &R
L |4 #(S ®RL ) +R2, =2
©0, #(Spaa. ®RY ) +R2, <2
o CIRATHIAL

W1 = RLFH(Sap e I Stao ) (%)

LA
W1 =RL [HSi o4 (6)
W1, =RL 51+11,|_c12 (7

Horr, 2 R 1 HURRREAL W 2 40 K AR

2 _ 1 %R]'[,L +Sii0.H1 =2
[ 0, %R]'I,L *+StioH <2

o IR BB AL

W2,=R2,®(St+7 L[St+51) (8)

W LAE RN
W2, =R2; | ®Sts5.1 9
W2, 11=R2; 14®S47,. (10)

32 WEHER
A5 58 I AR RE I BATT T 28 8 £ 38 (005 005, O R T BT 6 00 £ P IR 28 e A 1 P R A R i
LFSR 1) 16 MHEERS (515, --,80) H1 R10,R20,R30, 2 1111 I FHT 3K 45 A AR 257 A 8 B, g 5 W ¢ 31 1) 2 B ik
A7 0 L LASR I o 45 R 1 IR
N A IR 5 A, B AT e AR BLUR R A&
R1pa=S(L1(W1;L[[W2 1)) (11)
R201=S(Lo(W2y, WL 1)) (12)
BEXE ZUC R I e Tk R S RE AR i F
2RI RS S5156+575 5955101 S13,1.1 15+ 16 S185 S19+ S20- Rls,ci,cf,csz (;% 361 Hﬁ'ff#),{j%ﬁjiﬁt_m?% 2.
FOUR IR B 8 T A B sqq, A8 i LUARE 5520 3R 19 AR B sqq 0 1 381K LU RF A 115 AR 45 0T 1E Aff (¥ 5 U0,
TR0 UE 352 S, TORE T 5 R R 0, i 30 UE s QOS2 A< O 0.5, PRI, 3 o 122 36 o R i 0 B PRI — 2, B
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S € (O 32 L) JErb, s B0 syp BB IR AR LEAS 2 5MIRITG 15 LLAS AR

Table 2 Determination process of our Guess and Determine attack on ZUC
F 2 ZUC MR Pk E B i g LR

IR LA P IR A5 PR
1 Ss, Sg, S15, S18, 520 (1) Sa1
2 S6, S10, S16, S19, S21 (1) S22
3 Zs, (S20,1lls10,L), R1s, (S7.LlISs.1) 2 R2s
4 15, R25 (11,12) W1, W2,
5 W24, So 9 R2,.L
6 W1, 4, S50 Cf 7) Rlsn
7 Zyy S Rl ,C},,SSVL (4) R24n
8 W24,Hv R24’H (9) Sll,L
10 Ry, Sius G ) Wisn
1 R2s5., S1oH 9) W25
12 W25, Wls (12) R2¢
13 Zs1, 20,0, R26.0, Sen (3) Rl C
14 Rle,., StsH (6) Wi, ¢
15 R26 1, S13.L (10) W26 4
16 Wi, W24 (11) R1;
17 Z3, (S22,mlls21,L), Ry, (So,Llls7,H) (2) R2;
18 27 (12) WlG,Hy W26,L
19 W25,L, RZ@)L (9) S11,H
20 Wl4,L1 S13,H (6) Rl4’L
21 Zs1, 15, R1a, R240 3) SaH
22 S7, S13, S16, S18 S19 (1) S3
23 R14, R2,4 (11,12) W1s, W23
24 W23 4, S10,L (10) R23 1
25 W13, S12.H (6) Rl ., c
26 Z3ns Sig o C; S50 R23 4 Rlsm
27 Wi, Rl ¢ (7 S1a.L
28 R1;, R2,, (518,L||516,H)y (514,L||512,H) (5,8,11,12) Rlg, R28
29 Zg’L, S22, Rls,Lv RZgYL (3) S&,Hl Cé
30 ZB,H' RlE,H' RZB,H' Cé; Sio,L (4) S23,H
31 W23,L! Sg.H (9) R23.L
32 Z31, R131, R23, S3H (3) S17,.L
33 Wiy, 8700 G M Rlsn
34 ZG,H' So1Ho R]'G‘H' R26,Hv Cé 4 SgL
35 R1g, R26 (11,12) W1ls, W25 4
36 W15,Lv R15,L (6) S14,H
37 W25 4, R25 14 (10) S12,L
38 R1s, R23, (S14,llS12,1), (S10,L1IS8.1) (5,8,11,12) R1z R2;
39 Za1, S16.L, R1p1, R221 (3) S2.H
40 R1;, R2, (s13,]IS11,1), (So,LllS7,H) (5,8,11,12) R1;, R2;
41 R14, R21, (Slz,L”le,H)y (SB,LHSG,H) (5,8,11,12) Rlo, R20
42 Zo, (515,H”514,L)y R1,, Rzo (2) SZ,Lv So,H
43 S2, Se, S12, S15, S18 (1) S17
44 Sg, S14, S17, S19, S20 (1) Sq
45 Ss, S11, S14, S16, S17 (1) S1
46 S4, S10, S13, S15, S16 1) So

I FATHAFE] T LFSR 1 16 M IELRRE (515,-..,50) M R10,R2p.

3.3 WERH

DR AT (0 R 2% B AT A
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(EXF ZUC HEAT R I w5 Bk b, Ui 38 55 B S A5 Sg, 5,57, 591 S104 13,1 S5 St Sis» 19+ Sa00 Rls 5 Co G2 (FL 361
PCAE), AT 2 2 2D R 1~20 3% 19, BRI (R B 230N L 0 E A0 9% 8 P A B sqp . A S LR 5D IR 19 o
THEU ) Sy 0 PS5 PR 750 ATT A6 KA 0 RIS 20, B ey 2%0 B D 2%%0 B PR O s . 800 C5 (O 32 LLA),
LRI 55 00 Ty 230023220392 AT 4 3 v 4D BB 20~20 B 46, 55 AR A Y I R IR % 0 ST A AR
2360423920392 W i T s I KR B h 20,24,...,28 £ 9 > 32 LLAF S B 7.

4 SDITHEER
41 S8R EERMLE ST

A1k BE XS SNOWSG 1173 Bt 45 R 32 B AT Ze 1k X 70 Tl A Multiset flf £ 250 o 253 4 1) 3 A4S 70 M &5 SR A8 2 A
Fa3E DX by LK AN E PSR A IR 25 B 0. TR AS SC IR 20 A 45 R b AT (0 20 #7465 R AT b AL, L3R 3.

Table 3 Comparisons with previous attacks on SNOW3G
£ 3 HEAMEXT SNOWSG 43 Hr &5 SR i H i

Hik; Bk Wi WHERE B
2 Mk X 43 i ! SNOW3G (52 #R) X 4 il 2774 2774
Multiset REFEZCHE 13 #19 SNOWSG(HHIALIR) X 4 B it 28 28
I v R Bk (AR 30) SNOW3G(58 # i) RS E Bk 2320 9

BT (R A SC B T 52 45 1 SNOWSG 5192, 10 Multiset flf i oty H g Wi M AL e 5k 13
FIfRi AL A SNOWS3G, A 17 A SC 8 I e s Bk ZEAR T Multiset filf i Mool B 28 1k, A S5 SNOW3G
000 00 e s BBk AV B2 PSR A o B R, IX S 2 M X 4r MOeh R Multiset il 88 50 T3 AR 5 0 DX gk 23 i &5 L i
T RGO PR I U B AT e PR A v AL T T U B AR N S T S B T — O I s R T R
{107, DLt A SE I B o3 3R 1 140 2500 2 ok 2 e e U L 2 1 DX 43 Ok A W 25 DL BT, S 2
X 43 Bati A Multiset 4 25 A8 Bb, 28 SR A% I ok 2 Boaki i SNOW3G 1) %2 4 1 HL AT 58 K1 8.

H i £ 0F ZUC v1.5 1948 45 R 3 LR MG poe BUE e ©V 2030 P A SO i 4R 5 0
()53 T 25 R AT LU, W3R 4 Tk 8 IV ZE 0 BUE ORI T —4% 24 I 1V Z 0463 B, I R Y e B4k
1) Bt 5 R BRI 7 AN AR U AR

Table 4 Comparisons with previous attacks on ZUC
£ 4 5CATINERXT ZUC 150 T 45 R 10 s

A vk BGRERR WA E KRR
WlldEy it zuc  WAKE MG 2703 9
BMREBLGRE L) ZUC RS E B 2392 9

R 4 0] UG A ORI e s By 45 W B AL T 2 B I ok s Bk
4.2 SNOW3G5ZUCHyLLE 4 #h

WS S5 # L SNOWSG 55 ZUC Jt LLEABLIR 450 2 SR T S 5 Ao 2 A o /F A K2l #2387 3K
FLAZ A AR 2 1 BR K Tl P A U ) SR AT LR, LR 6.
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Table 5 Comparisons with SNOW3G and ZUC
#5 SNOWS3G 5 zUuC Lk

SR SNOW 3G ZUcC
S A 128 Lt 128 Ho4d
P SR A A 576 L% 560 Lhis
AR 7 75 1748 il Sk A K 3 5
AR £k P o 2500 i A\ A 32 Elzzo## 96 EEZ##
o R A 2 2
WWMREAE | | o rmwnT | o MEOIT

ME 5 ATLLEH S ZUC A FRR AN T SNOWSG, (E A 3RS I v e Moo 77 161,ZUC W B4+
SNOWS3G, H: it RI7E T4 ™ 5 5 [

o 5 SNOWS3G #H L, ZUC HhraE 2k ik £ fan N RUASTEE K, BLAEZR 1k o HU VR LA SO T 4 R 2 vk iR
H N AR 1S K A5 Ty 2 5 A 0 BE 2 1 A IR S A R TR R — I 2 R ek v B0 P IR
AR IXIG N T B B T A I B T8GR T B (0 vE B8 2R 4 SNOWSG 1 R R R2, AT LLIE i
R241=S1(R1) M R341=S,(R2¢) 73 7 ¥ 5t R2uq A1 R3yeq B i I 22 AR 2 1 o 2 A0 4 1 N IR A T DAL
Bl T I 2 A G B B T BRSO AE ZUC R I 20l 4 1 o B A AT Y B IR S R
AN ER 22 17 B 2 = 2k R B 00 T PO IR A BB e R R AR 4 A s (1) R A 30 (12) 1% ZUC
1R AR £k o 50K 1) T G IR TR LA OB

o 5 SNOWS3G # tt,ZUC RSB A7 A A7 4 (13 Sk N B 2 R ISR A7 A A7 2 e Sk A B 3 2 R I
i 3 7 TR M B U8 T 2 (0 N SRS A R A R A 25 A7 25 1 I 1t 22 T w58 R A0 I N IR AS 1
B0 T Bk T i T RS WA, AT K T B i v R S AR

5 $EXRE

SNOWS3G FI ZUC {4 3GPP H [ i 1T A1 THI 1] 7 (1 b ME U0 25 A 450725, 4 T 25 SR JLHRBL & Fh B R g 0 2
T T 1) ) e 5 ek AR DAl o THT 16 1D 90 R AT Rk v FE X SNOWSG Rl ZUC JEAT 22 4Pk 4y
AT IRE, I ot 3 ot B8k 7 V280 AT 78 4 BORE 5, LA VT Al SNOW3G Al ZUC HEHT % Bt 1 g

A SNOWSG HEAT T 4 I g iz ooy, 2L 5 52 2% 1 oy 2320, B s i 46 9 32 BB s ] 7 Jl i % ZzUC
ST I T AR SCRE ZUC S 36T 32 HURe 7 IR AR 2 vk oR UG Ak D ST 16 LU P72 (0l e vk ek 4 B2
THET 16 BRI v s Moty JUH AT AR 2% Brl Bt i 9 A 32 AR s R T O
AR ZUC B4 B 2 Mo . T SNOW3G il ZUC (¥ 35 A MU 4y 128 LR, AR STV 37 &5 SR 2% W, 3k i /5
R RE R HEP AR W R 2 Bk R I AR SO 3 b 5 SR AR R B RV ZUC SV R A BURE /N T SNOWSG, 7 HK
U I ke & Bk J7 101, ZUC W AT SNOWS3G. A % SNOW3G Fll ZUC 2 15 it % 10k B 5 AL 1 7 I 2 %o A S K T4
o 4 AT SOk, 2 B B — R T 1
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